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Web Chat and Mobile Chat

Terms and Conditions
United Arab Emirates

Effective date: 13 September 2021
Version: WCTC0002

HSBC Bank Middle East Limited acting through its
branches in the Country, and having its correspondence
address as Post Office Box 66, Dubai, United Arab
Emirates will be collectively referred to as "HSBC, the
Bank, Us or Our".

"Web Chat" is a facility to chat with Us through Internet
Banking,or,

"Mobile Chat", is a facility to chat with Us through Mobile
Banking

both established and maintained by LivePerson, Inc. a
company incorporated in The Netherlands "LivePerson"and
references to Web Chat includes Unauthenticated Chat
(described below) and Authenticated Chat (described
below). Referencesto Mobile Chatis limited to Authenticated
Mobile Chat (described below)

1. What terms apply to me?

1.1 These Terms and Conditions and Section 7 of the
Personal Banking General Terms and Conditions
(UAE) (together the “Terms of Use”) govern your
access to and use of Web Chat and/or Mobile Chat
which contain important information about how
HSBC and LivePerson will access and use Personal
Information about you for the purpose of providing
this service. The Terms of Use shall apply when you
use the facility or when you accept them at the start
of the Web Chat and/or Mobile Chat and you may
need to accept the terms every time you use the Web
Chat and/or Mobile Chat. They are subject to change
at our discretion, and where this is the case, you'll
need to expressly accept the new Terms of Use at
the start of your Web Chat and or Mobile Chat. As
a result, we recommend that you read the Terms of
Use every time you use Web Chat as the most recent
version on our website will apply to you.

1.2 In addition, if you are an existing HSBC customer
then, in addition to these Terms of Use, the Personal
Banking General Terms and Conditions (UAE) and
Online Banking Terms and Conditions continue to
apply however these Terms will prevail if there is a

conflict between any of them.
2. The use of Web Chat and/or Mobile Chat

. There are 2 channels of chat we offer which will
depend on the online platform you use. They are as
follows:
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2.2

2.3

(a) Unauthenticated Chat:

Available for Web Chat only. This enables Us to
interact with individual users through a Chat via a
pop-up window on a screen hosted on HSBC's public
website www.hsbc.ae ("Website") or any other digital
channels as may be communicated by the Bank
from time to time (“Digital Platforms”). This will be
linked with either our call center agents or through an
automated system. We call this an Unauthenticated
Chat as we do not verify you or any of your information
during the interaction. It is therefore important that you
do not disclose any personal or sensitive information,
including but not limited to passwords, usernames,
your ID information or any other financial information.
We will never ask you for these details during an
Unauthenticated Chat.

HSBC provides this service for the purpose of
interacting with you while visiting HSBC's Website
or its Digital Platforms. We aim to provide you with
help and support in navigating our Website and Digital
Platforms and provide you with general information
about HSBC's products and services.

(b) Authenticated Chat:

An Authenticated Web Chat is when you use Web Chat
and/or Mobile Chat after you have successfully logged
on to Online Banking (either through Personal Internet
Banking or the Mobile Banking application). You will
be contacting us via an authenticated channel and this
will enable us to identify you as our customer, see your
customer ID, details about your banking relationship
with us (including your accounts and product you have
with us), your current verification status online, the
URL of our website when you start the chat and your
IP address. During the Web Chat and/or Mobile Chat,
we will have full access to the chat transcript, along
with all other information we have about you stored on
our systems.

We wiill not be able to see your computer screen or be
able to access your Personal Internet Banking on your
behalf.

We will not be able to provide you with specific advice
relating to any of our products or services, apply for
products or services on your behalf, accept payment
and transfer orders via Web Chat and/or Mobile Chat.
Instead, we will provide you with information and
support to enable you complete these requests or
journeys (as applicable) through your Personal Internet
Banking and/or Mobile Banking. For Authenticated
Chat we may be able to assist you to complete
instructions in limited circumstances and details of
when and how we can do this will be provided to you
within the Authenticated Chat.

No Information provided through the Web Chat and/or
Mobile Chat shall be regarded as an offer, solicitation,
approval oragreementin relation to any of our products
or services, nor is such information intended to offer
(directly or indirectly) investment, legal, accounting,
tax or financial advice to you or any party.
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2.4 You must only use Web Chat and/or Mobile Chat for

3.1

3.2

the purposes described in these Terms of Use. You
must not use or attempt to use it to:

(a)
(b)

jeopardize the reputation of HSBC or LivePerson;

damage or interfere with Web Chat and/or Mobile
Chat data, software, website or information
technology systems;

send any offensive, provocative, defamatory,
fraudulent or otherwise unlawful information or
communication; or

cause annoyance or inconvenience to HSBC or
LivePerson.

(e) You acknowledge that HSBC can terminate your
use if HSBC reasonably believes that you have

breached these Terms of Use.
Privacy

You may choose to use the Unauthenticated Chat
on an anonymous basis and you are not required
to provide HSBC with any personal information
(including sensitive information) while using this
service to enquire about functionality of or navigation
around the Website or the Digital Platforms. If you
choose to provide your personal information to us,
we may collect, use, store and disclose your personal
information in accordance with section 7 of our
Personal Banking General Terms and Conditions (UAE)
and our website Terms of Use, each of which can be
found on our Website. Please ensure you read these
provisions to ensure you are comfortable with how we
will treat the information you choose to share with us.
For the purpose of ensuring the smooth running of the
system, we may disclose the contents of the Web Chat
and/or Mobile Chat communication to our service
provider LivePerson (who is located in The Netherlands
and who has servers located globally in countries such
as the UK). We have appropriate controls in place with
LivePerson to ensure that any information we share
with them is protected and this includes ensuring any
personal information you choose to share is encrypted
before it is shared with LivePerson.

To preserve confidentiality, we will not disclose or
ask you to disclose any sensitive personal or account
information in its full form while we interact with you via
Web Chat and/or Mobile Chat. During Authenticated
Chat, if the disclosure of more detailed personal or
account information is required to assist you with your
enquiry, we will contact you via other means, such
as over the telephone or via HSBC's Internet Banking
secure message. Please avoid disclosing any personal
or account information when using Web Chat and/or
Mobile Chat.

Transcripts and records

For quality and verification purposes, we will retain a
transcript of all communications with you via Web Chat
and/or Mobile Chat. This information will be retained
by us for a period of 10 years (or such other period as
considered appropriate by HSBC) from the day upon
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Web Chat and Mobile Chat Terms and Conditions

which Web Chat and/or Mobile Chat communication
took place.

Warranties and limited liability

HSBC will not be liable to you or any other party for
any actions, proceedings, claims, losses or damages
suffered by you arising from or connected with your
use of Web Chat and/or Mobile Chat or indirect or
consequential loss or for loss or corruption of data,
loss of revenue or loss of profits, whether in contract,
tort or under statute or otherwise arising from or
connected with your use of Web Chat and/or Mobile
Chat. Additional provisions on our responsibility and
liability to you for the purposes of any product or service
requests communicated to us via Authenticated Chat
can be found in the Personal Banking General Terms
and Conditions (UAE) and Online Banking Terms and
Conditions.

Governing Law

These Terms and Conditions, HSBC's provision of, and
your use of the Web Chat and/or Mobile Chat service
are governed by the Federal laws of the United Arab
Emirates and any local applicable Emirates laws. In the
event of a dispute between us, we both agree to settle
the dispute in the exclusive jurisdiction of the non-DIFC
courts of the United Arab Emirates.
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